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Security Control Plan for Minimizing Successful Denial of Service Attack
Denial of service attack occurs when legitimate users are unable to access information systems as a result of malicious cyber-attacks (Mahjabin, Xiao, Sun & Jiang, 2017). The attacks may affect services such as email, websites and other online platforms. The denial of service attack happens when the targeted network is flooded with traffic that makes it impossible to access it. This prevents access by legitimate users who may want to use the system to undertake crucial tasks for the organizations. Denial of service causes a lot of losses to an organization as it may deny the undertaking of urgent tasks that may result or them losing funds or opportunities (Arora, Yadav & Sharma, 2018). It also results in loss of crucial time for the organizations which could otherwise be used to undertake other activities.
Security Plan
To prevent the denial of service and distributed denial of service from occurring, several important security checks have to be implemented. These security measures are crucial in preventing the attacks from happening and thus allowing the organization to undertake operations without interruption (Arora, Yadav & Sharma, 2018). The security plan includes:
Denial of service response plan
It is important to establish a denial of service attack prevention and response plan that will be used in case the organization is hit with the attack and can also be used to prevent such attacks. The response plan incorporates several ways in which the organization can proceed once the attacks have been detected (Kustarz, Huston, Simpson, Winquist, Barnes, & Jackson, 2016). This is important as opposed to not having a plan that will, in turn, take a long time once the organization has been attacked. The response plan will be activated immediately, thus ensuring that the organization deals with the imminent attack as fast as possible. The response plans include how the attack will be handled and also defines how it will be brought to a conclusion. This assists the organization to know of the important steps to take and thus minimize losses. The response plan involves a number of components that make sure it achieves the objectives that it was set for. These include a systems checklist, response team, notification and escalation procedures and internal as well as external contacts. All this ensures that the plan works effectively.
Firewall Installation
The denial of service attack affects the organization’s traffic and thus prevent the undertaking of activities. To effectively deal with this, it is crucial that the organization installs a firewall that will be able to restrict the kind of traffic coming into the organization network (Boraten, & Kodi, 2018). The firewall acts as a wall that prevents unnecessary traffic from flowing into the organization and thus ensure that the users of the network are able to access the network (Mahjabin, Xiao, Sun & Jiang, 2017). Through the firewall, the organization can allow only network traffic that is familiar to them and deny any form of unauthorized traffic. Most of the attackers identify networks that are usually busy and direct traffic unto them. The firewall will be able to prevent this and thus allow the employees of the organization to proceed with their work.
Systems Update
This is a very important procedure that the organization needs to implement to prevent their networks from suffering constant attacks. System updates are essential for the network in which the employees are operating as they bring with them the latest technology that detects any form of attack (Kustarz, Huston, Simpson, Winquist, Barnes, & Jackson, 2016). Outdated systems are more prone to attack due to the lack of new features that are critical in the prevention of attacks. Any kind of malicious attack will be highly repulsed by the updated software. This is something that helps the organization from suffering network congestion and thus also allow them to undertake their duties.
Strong Network Architecture
Another critical security plan is ensuring the presence of a robust network architecture. This is to say that the organization needs to ensure they put in place multiple network structures that will prevent them from suffering immense loss once an attack is carried out (Mahjabin, Xiao, Sun & Jiang, 2017). This includes creating multiple network sources that will ensure that if one network is attacked, then the organization can be able to continue with its operations using a different network. This will also involve placing servers in different locations and thus minimizing the impact of any attack.
Conclusion
[bookmark: _GoBack]Denial of service attack brings about a lot of inconvenience to organizations and thus it is important that a proper security plan is put into place to prevent its success (Arora, Yadav & Sharma, 2018). Organizations should, therefore, ensure that the security plan is formulated and that the implementation phase is carried out effectively. This will enable them to undertake most of their work and thus ensure they achieve their objectives.
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